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The following rules apply:

e The writing time of the examination is 120 minutes.
e No examination aids are permitted, except for

- one double-sided DIN-A4 sheet of hand-written notes,
- anon-programmable calculator and
- adictionary.

e Answers can be given in English or in German.
e Use permanent ink only. The usage of pencils or red color is prohibited.

You are not permitted to use your own writing paper.
Please do not write on the back sides of the sheets.

Additional solution sheets are available from the examination supervisors.

— Make sure that you label all such sheets with your matriculation number.
— Each additional solution sheet needs to be assigned to exactly one task.

The examination comprises 40| sheets and a two-page formulary.

~ Pts.in % Points

Task 1: @ysical Basics| 14 34
Task 2:  [Transmission Principles| 12 30
Task 3: [Modulation and Spread Spectrum| 12 31
Task 4: [Media Access| 12 30
Task 5:  [Error Protection| 12 30
Task 6:  [Protocols| 12 30
Task 7:  [Routing] 11 28
Task 8: [Network Topologiesl 11 29
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Task 1: Physical Basics

Task 1.1: Differential Signaling
A) What are the advantages of differential signal transmission over single-ended signaling?

e Electric potential between signal lines is doubled -> longer distances or Ipt per item.
smaller voltage levels possible.

e Inherent compensation of disturbances: A noise pulse affects both lines and
therefore is not visible in the differential signal.

Task 1.2: Drivers

A) Insert the logic level (HIGH/1, LOW/0) of the output and the state of the transistors @
(conducts, blocks) into the table according to the input configuration x; and x, at the
standard TTL output driver.

Vee

Input stage Push-pull output
stage
Figure 1.1:

-1pt per wrong cell,

X1 X2 Ty T> T3 Ty y consider consequential
errors

0 0 conducts blocks conducts blocks H

0 1 conducts blocks conducts blocks H

1 0 conducts blocks conducts blocks H

1 1 blocks conducts blocks conducts L
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B) List two advantages of using TTL drivers over open-collector drivers.

High currents are possible / low output resistance when driving high —> fast 1pt per advantage
switching;
No/little energy is consumed while static (esp. while driving low)

C) When using TTL drivers on a communication bus, which problems can occur? In which
situation(s) may these problems occcur?

If two TTL drivers are connected directly, high currents (short circuit) may occur. 1pt for short circuit
This happens if one driver drives "H” and the other drives L. ~ 1ptforhigh/low

D) Considering the problem in question C: What could be added to the TTL driver to avoid
this problem? The answer should include a brief explanation how the suggested solution

solves the problem.

To avoid the problem, an enable line can be added, which switches the driver 1pt for enable/both
to tri-state mode: Both driving transistors block. When writing on the bus is ~ transistors block
. 1 : . . . . 1pt for
synchronized, switching all inactive nodes to high-impedance allows the active -
_ synchronization/control

node to drive any value without short circuiting. logic
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Vce
Common collector resistor
(bus termination resistor)
¢
in1--+4 1
—
Bus line
—¢
in2--- 1

Figure 1.2: Communication bus implementing a wired AND function

One way to avoid the problem stated in the previous question is to use the WIRED AND @
concept. This is shown in Figure[I.2] Draw the corresponding WIRED OR function. The
drawing should make clear how the nodes pull the line to VCC and/or GND level. Indicate

the node input lines by in; and in, and the bus line by y. The bus voltage level shall be

equal to the node’s input voltage level (when sending the dominant level).

+3pt for basic structure

(separate voltage (i.e.
Ve GND), pull-down resistor, 2
transistors).
in 1 Bus line +1pt for correct labelling
s (in12, ).
—9 -2pt if inverters are added.
Vce
r—
in_1
—¢
Common emitter resistor
(bus termination resistor)
GND
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Task 1.3: Channel Capacity

A digital transmission system has a bandwidth of B = 10”7 Hz. It shall be used to transmit data
at a rate of 25 MBit/s.

A) Give the general formula describing the relation between channel capacity C, bandwith B @
and signal-to-noise ratio (SNR). What is the minimum SNR in dB at which this transmission
is possible (according to Shannon)?

C =B -log,(1+ S/N) 1pt for general formula
S/N =2C/B) _1 =4,66 1pt for solving the formula
_ C/IB) _ 1 = for S/N/SNR
SNRgp =10+ log(Z( /B) — 1) =6,68 dB 1pt for correct value
1pt for using dB
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Task 1.4: Reflections on wires

In Figure[l.3|a transmission system is given. It consists of a voltage source of unknown voltage
U, (including an internal resistance R;), a signal line of length L and a resistor R, as receiver.
The signal propagates with speed v. The propagation time of the signal from one end of the
line to the other is £;.

R t=0 i(0.t) i(L)

x=0 x=L
Figure 1.3: Transmission system
For varying R; and R; the following signal diagrams (figure can be drawn. They are

showing the voltage 1(0, t) at the beginning of the signal line and the voltage u(L, t) that can be
measured at the end of the line.

U [ 3 U I
u(0.t) ==
E ! u(0.t)
Eu[L,t] E
! julLt)
] 1
] ]
] ]
i — . —>
ta Tret t t Trer t
Signal Diagram (A) Signal Diagram (B)
F
U U
jm——— b
u(0,t) ! ===
ju(o,)
]
| -
i [ oo Eu[L,t]
(L) "
! : > ! : >
tq Trer t tq Trer t
Signal Diagram (C) Signal Diagram (D)

Figure 1.4: Voltages on signal line

A) In which of the examples given in Figure if any, is the line terminated correctly with a

suitable value of R;? Justify your answer.

In signal diagram A, because there is no reflection at the end of the wire. U(L,t) 2pt for correct answer
equals U(L, 0) after the first time step.
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B) For each of the signal diagrams denote in the following table:

o Is the reflection factor r; at the beginning of the signal line negative, positive, or zero?

e Is the reflection factor r;, at the end of the signal line negative, positive, or zero?

If the reflection factor cannot be determined from the signal diagram, indicate this with a dash

=)

1pt per correct cell
r; [neg, pos, 0, —] 71, [neg, pos, 0, -]
Signal diagram (A) - 0(rp =0)
Signal diagram (B) 0(r;=0) pos (1, = +0.5)
Signal diagram (C) pos (r; = +0.3) neg (rp = —0.5)
Signal diagram (D) neg (r; = —0.5) pos (r. = +0.25)
Ry Zy

— L 1 1

1D

Vcable,o RRx

o < ——
o {— @

Ve Vcablc,i h B —>

Figure 1.5: Test setup

Figure shows the equivalent circuit diagram of an ideal (lossless) transmission line in a
general case: A transmitter having output impedance Rry is connected to a receiver with the
input impedance Rg, using a long cable.

In this case, there is a short circuit at the end of the cable. Therefore Rgy = 00). The signal line
is characterized by Zy = 40 Q. Rty = 60 Q.

C) Calculate the value of the reflection factors r; and r; as well as the formula how to calculate
them.

r=(Rr —Z20)/(Rr + Zo) 1pt per correct r,-.anc.l T
ti = (Rry — Z0)/ Ry + Zo) = % =02 value if formula is given

(either in generic or at least
1L = (Rrx = Zo)/(Rpx + Zo) = —1 one specific form).
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At the time t = 0 the voltage Vs of the sender changes from 0V to 5V and is constant afterwards.

D) Calculate the value of the voltage V., at the time t = 0.

Atthetimet = 0 the wave only ,sees” a series connection of the internal resistance 1pt for correct apoproach

Rty and the wave impedance Zj. and formula
1pt for correct value

0)=Ve- 20 —5V. 400 _ _
Veavle,i(0) = Vs RretZy — 5V 600+40Q — 2V
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Task 2: Transmission Principles

Task 2.1: Line Codes

A) We want to transmit the value 1100 1010 0010 through a serial wire communication channel. @
Complete Figure2.T|with the digital signals transmitted using each given encoding scheme.
All codes start from their lower state (-Level 1 or Level 2).

1p for each correct line code

Signal i 1 1 0 0 1 0 1 0 0 0 1 0

co [T LU L L L L1

RZ (Bipolarl)_evel | |_ |_ |_ |_ |_

-Level 1

Level 1
NRZI-S

Level 2

Level 1

Manchester-Il

Level 2

Level 1
AMI-Code

-Level 1

Figure 2.1: Line codes
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B) Classify the following line codes according to their clock recovery properties for three @
possible different inputs: a long sequence of '1’s, a long sequence of '0’s, and a random
signal. Mark in the table with a "yes” or 'no’ if the code enables the recovery of the clock

for the specific input.

1pt. for each code with all
correctly filled columns.

Code Input "1’s ‘0’'s Random
RZ (Bipolar) Yes Yes Yes
NRZI-S No Yes No
Manchester-11 Yes Yes Yes
AMI-Code Yes No No

C) An approach used to synchronize communication processes is the use of Flow Control. @
Complete the signals in Figure 2.2| to perform two new transmissions with DATA values
OxA and 0xB using Level-Triggered Closed-Loop Flow Control. Ignore delays and consider

that:

the Receiver receives the DATA values at the instant it is read.

the Sender and Receiver reads signals at the falling edge of its clock.
the Sender and Receiver writes signals at the rising edge of its clock.
the Sender and Receiver will set or unset their signals as soon as possible.

the Sender must free the bus for at least one cycle before new data can be sent.

1p for each signal being
correctly set and then unset
(each set/unset pair).
Consider "following
errors'.
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CLOCK;

- I - .
DATA == - e

VALID

ACCEPT i s t(ng)
012345678 91011121314151617 18 1920 21 22 23 24 25 26 27 28 29 30 31 32

Figure 2.2: Signal sequence

Task 2.2: I’C Communication

In this task we want to investigate the data transmission on the I?*C-Bus. The simplified frame
format is given in Figure[2.3] Three master nodes are simultaneously trying to transmit or read
one byte of data to or from different slaves over the *C-Bus.

S ADDR |[R/W| A DATA A DATA A/A| P

data transfered (n bytes + acknowledge)

| term | descripion |

S start condition
ADDR 7-bit slave address
R/W | read/write: read 1, write 0
A acknowledge ('0’)
A not acknowledge ('1")
DATA 8-bit data
P stop Condition

Figure 2.3: 12C-Bus frame format

A) IsI2C a synchronous or asynchronous protocol? Justify your answer.

Itis a Synchronous Protocol because it sends the transmitter’s clock through SCL.  2p for SCL/presence of
—clock line

Alternate solution with

correct justification is

allowed
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B) Consider an I>?C Multimaster configuration with two masters M1 and M2, and one slave S. @
For each of the following cases, is a collision detected and what operation is done on the
slave? Justify your answer for each case.

Casel M1 tries to write '1” to S and M2 tries to write ‘0’ to S at the same time.
Case2 M1 tries to read from S and M2 tries to write ’1” to S at the same time.
Case3 M1 tries to write 1" and M2 tries to write “1” to S at the same time.

Case 1: M2 gets the priority and '0” is written to S. 2p for each correct case,
Case 2: M2 gets the priority and 1" is written to S. ) "‘;‘}:h l“?"lft)cahonr
Case 3: No collision is detected and a "1” is written to S. orerwise Tp-

C) The diagram in Figure|2.4|corresponds to a connected I°C Multimaster configuration. The
system is composed of three Slave and three Master nodes. Complete the diagram with
the signals generated by each node for the simultaneous transactions presented in Table
@ and for the resulting SDA line of this bus. The table shows for each master, the address
of the slave it is accessing, the communication mode (R/W) and the data to be sent or read.

1p for correct Address and
R/W request for each
Master.

1p for correct assignment of
all A/not A.

2p for correct assignment of
transmitted/received
DATA.

1p for correct assignment of
Stop Condition.

1p for correct SDA line.

node slave address ‘ R/W ‘ data ‘

Master 1 1011101 1 0x55
Master 2 1010101 1 0x5A
Master 3 1011101 1 0xAA

Table 2.1: ’C Communication Parameters
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0;

Matr.

DATA

R/W| A

Address

S

“““““ _I_I._I_
By R BN =
pr.ane L Y
N BN =
RIS ] __m__
R e BN =
N » .4 L Y
EEEEER Ry __m__
e L] __m__
1 A A5
EEnEREE e N A5
A 1LV S
EEREREE 1D S5
B NN =
EERERERE 1 DS
Nl =B 0NN NN — [

packet format

Slave 109

Figure 2.4: I°C Signal sequence
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Task 3: Modulation and Spread Spectrum

Convention for this task: FF = Folgefehler from previous result does not result in reduced
points.

Task 3.1: Modulation

| Q (Quadrature)
o 00 o
r® . . | . I (In-Phase)
‘o ol o
® o o

Figure 3.1: Constellation Diagram

A) Figure 3.1/ shows the constellation diagram of a certain modulation scheme. How man
& & y 1

different amplitude values can be used in this modulation scheme?

3 different amplitude values 1pt for correct answer

B) How many bits can be represented per symbol in N-QAM? (Assume that N is a power of
2).

Id(N) 1pt for correct answer

C) How many bits does a symbol for the modulation scheme in Figure 3.1{represent at least?

ld(16) = 4 1pt for value 4

D) How many carrier frequencies are used in the PSK modulation scheme?

BPSK uses one carrier frequency

v2.1a Communication Systems and Protocols - WS 2019/2020 14/ @



Matr. Ne:

ID:

E) Draw ablock diagram for the QAM demodulator. Use I(t) and Q(t) as names for the outputs

and r(t) as name for the input.

Ir(t) - I(t)
r(ty—mtCcos(wt)
Qr(t) p Q(t)
+sin(wt)

e two multiplications (with
carrier, r(t) connection!): 1pt
® 90 deg phase diff (sin/cos
can be swapped, any sign):
1pt

e two lowpass filters with
Q/I: 1pt

A constellation diagram of an 8-QAM scheme is shown in Figure[3.2] The bits 100110001111

shall be transmitted and will be encoded from the left to right.

Q (Quadrature)

11110" ‘ ”010”

_3 lllooll

Figure 3.2: Constellation Diagram of an 8-QAM scheme
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F) Figure 3.3/ shows the in-phase symbol (A), in-phase carrier signal (B) and in-phase mod- @
ulated signal (C). Use this figure to sketch the waveforms of symbol representations (A)
and modulated information signals (C) for the in-phase axis. In (A), also label the symbols
using their bit representation. The symbol period is twice as long as the period of the

carrier signal.

3 4=
A f-: “UU-‘“
In-Phase . “100“ .
117 111 &
s'gmbcl. 4+ I 110* | t
representation 2 eqqqe
-3 4=
3 3cos| 2l t)
B 2
1 cos(2mnft)
Carrier signal {\ (\l pb(\ 3
(In-Phase) A U t
-2
-3
3
Modulated 1
S VRVALVAYI >
(In-Phase) 1 E
-2
3
T5 TS T5 TS

T, = symbol period

Instructions apply to both
Figure[3.3]and Figure

e 2pt for A (amplitude lines
AND symbol values).

-1pt per mistake (missing
symbol, wrong amplitude).

® 2pt for amplitudes in C
(Must match A, FF).
-1pt per mistake.

e 2pt for phases in C (Must
match A, FF).
-1pt per mistake.

® No points for Cif Ais a
constant value (=> No
points for FF if mistakes in
A make solution in C too
easy)!

Figure 3.3: In-Phase Symbol Representation, Carrier Signal (In-Phase), and Modulated Signal

(In-Phase)

v2.1a Communication Systems and Protocols - WS 2019/2020
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G) Figure shows the quadrature symbol (D), quadrature carrier signal (E) and quadrature
modulated signal (F). Use this figure to sketch the waveforms of symbol representations

(D) and modulated information signals (F) for the quadrature axis. In (D), also label the
symbols using their bit representation. The symbol period is twice as long as the period of

the carrier signal.

“11 Uii

“UU-I 111

]

“111“

“1[’]0 117

A
3 =
Dt
1 4
Quadrature 0
symbaol . L
representation L b
-3

A

Eo%%

LY

HANANA

ﬂﬂf‘\m{\

VEVEVEYIEEE

sin{2mf.t)

T 3cin(2mf i)

3

E 2

1

Carrier signal
(Quadrature)  _1
-2

-3

3

F 2
Modulated 1
signal 0
(Qudrature)
-2

-3

UUU VAV

Ts

Ts

Ts

T: = symbol period

Ts

As in Figure

e 2pt for D (amplitude lines
AND symbol values).

-1pt per mistake (missing
symbol, wrong amplitude).

e 2pt for amplitudes in F
(Must match D, FF).
-1pt per mistake.

® 2pt for phases in F (Must
match D, FF).
-1pt per mistake.

e No points for Fif Dis a
constant value (=> No
points for FF if mistakes in
D make solution in F too
easy)!

Figure 3.4: Quadrature Symbol Representation, Carrier Signal (Quadrature), and Modulated

Signal (Quadrature)

v2.1la

Communication Systems and Protocols - WS 2019/2020

17/@



Matr. Ne:

ID:

Task 3.2: Spread Spectrum

A) The Walsh functions in Table [3.1| shall be used for the simultaneous data transmission of @
eight nodes. Complete the blank cells in Table 3.2l with the sending signal for each node.

Sender Node Function
+1 | +1 | +1 | +1 | +1 | +1 | +1 | +1
+1 (-1 |+1|-1]+1|-1]+1| -1
+1 | +1 | -1 | -1 |+1|+1| -1 | -1
+1 -1 | -1 | +1 | +1 | -1 | -1 |41
+1 | +1 | +1 | +1 | -1 |-1|-1]-1
+1 | -1 | +1 | -1 | -1 | +1 ] -1 | +1
+1 [ +1 | -1 | -1 | -1 | -1 | +1 | +1
+1 -1 ] -1 |+1] -1 |+1]+1 | -1
Table 3.1: Walsh Functions for Nodes
Node Data Signal to be Sent
1 "0" = I (s (N (s Y I A A |
2 "1 1 1 |1-1]-1|1 1]1-11]-1
3 "0" 11 1 |1-1]-1|1 1 | -1
others "silent" 0 0 0 0 0 0 0 0
Signal on Media 103|111} 3|-1]-1

Table 3.2: Transmission with CDMA

® 1P per node row, -1P per
mistake in row, dashes
instead of 0 count as
mistake!

e 2P for signal on media, FF
e Inverted signs are ok but
must be consistent for
whole task!

v2.1la
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B) Assume the signal on media is (-1, 1, 3, 1, -3, -1, 1, -1). A node connected to the bus wants @
to receive data from nodes 1 and 4. Give a generic formula to calculate the received value
d, for node n (use s for the signal on media vector, w, for node n’s Walsh function vector).
Then give the calculated values (d1, d4) and the bit values (b1, by, if there’s no data from a
node, use x) received from nodes 1 and 4.

e 1p for formula (or any
— other correct alternative

dn =s-wy 3.1) formula)
_ . , : _ e 3p for values, -1pt per
d; Z Si Wy (Alternative) (3.2) mistake, no points if
=0 formula is missing and the
d,=s- ZUZ (Alternative) (3.3) ~ calculating method is not
d =0 by = x (3.4) Shown
dy =8 by =1 (3.5)
C) Which property of Walsh functions enables them to be used in CDMA systems?
Orthogonality of individual functions. 1pt: Orthogonality

D) Using the Walsh function construction scheme explained in the lecture, how many Walsh
functions will be constructed for N nodes, where N € IN '\ {0}?

2[loga(N)] Some kind of ceil /
¥y —rounding up is required!
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Task 4: Media Access

Task 4.1: CSMA/CD

Ethernetis a family of computer networking technologies commonly used in local area networks
(LANs) and metropolitan area networks (MANSs). Systems communicating over Ethernet divide
a stream of data into shorter pieces called frames. Each frame contains source and destination
addresses, and error-checking data so that damaged frames can be detected and discarded. The
"Carrier Sense Multiple Access with Collision Detection" scheme is used to control access to the
shared medium.

A bus system with several nodes is using the Ethernet standard with a transmission rate of
10 Mbit/s and a signal speed of 2 - 108 m/s. A maximum distance of 2 km for two nodes has to
be considered.

A) Two nodes n; and np want to send data at the same time and the shared media is not @
occupied at this moment. Describe the sending procedure and necessary actions of node
11 until the transmission is fully completed.

Node 11 checks the shared media and starts sending data (also node 1), there will ~ 1pt for direct

be a collision on the shared media. Both nodes are always reading the channel ie‘t“fh“g(m;fh““;lls frele)
and check if the 'signal sent is idfentical to the one being rea‘d and detects colllisi'on. . 1gt fg; EZ?li;Iilfnc d:?;fion
Both senders will detect a collsion and will send a JAM signal and transmission  1pt for JAM signal

is ceased. After an induvidual delay time the senders will try to send the data 1pt delay time

again. ~ Ipt sending again
B) Calculate the resulting minimal package length in bits for the bus system. @
minimal time on the line for one package: t = 27[ = 2212—81““ =2-10s 2pt for 2 times the length
-10°m/s 2pt for correct amount of
minimal package length: PL>¢-TR =2- 107 s - 10 Mbit/s = 200 bit bits
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C) What might happen if a package consisting of 120bit is sent over the bus? Give a short
explanation.

A minimal packet length is necessary to detect a collision (200 bit), otherwise a 1pt for minimal packet
—length 1pt for collision

collision could remain undiscovered 5
detection

D) A minimal package length of 64 bytes for the bus system is determined. The bus system is @
illustrated in Figure[#.T|and is used with a transmission rate of 10 Mbit/s and a signal speed
of 2- 108 m/s. Each repeater will add a delay of three bits. Is this bus system working with

these constraints? Give an explanation!

800m N 2200 m
N
1300 m

R
@ Repeater

Node

Figure 4.1: Ethernet topology
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_ 2 PL-
PL>t-TR=2.TR & [ < PLt

PL-2-10%m/s _ 1
=1 < Fioamass = 105z - PL

A delay of 3*3*2 bits has to be considered.

FIRST SOLUTION:
=+ ldglay < 10% - PL
with Ly, = 18bits0 = 360m and I = 5100m

= 5100m + 360m < £Lg = PL2AGns _ 1. py with PL = 512bit

= 2TR ~ 2:10-106bit/s
= 5460m < 5120m

= A secure detection of collisions is not possible

SECOND SOLUTION

PL = 512bits — (3 - 3 - 2bits) = 494bit

= 5100m < 4940m

= A secure detection of collisions is not possible

THIRD SOLUTION

minimal paket length: t; = 2 é =b51us

= PLyiy = 51us - TR + delay = 5100bits + delay

A delay of 3*3*2 bits has to be considered

= PLyin = 51us - TR + 18bits = 528bits

= PL;, < PL

= 528bits < 512bits

= A secure detection of collisions is not possible

2pt for correct ansatz
2pt for correct delay
2pt for correct solution
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Task 4.2: CSMA/CR

A bus system of four nodes are using CSMA/CR as arbitration scheme and are connected via

open collector drivers and a wired-AND connection. Each node has a five Bit identifier and the
bus has to cover a maximum distance of 600m.

A) Which requirements have to be fulfilled in order to guarantee a faultless function of the
system? What are the implications for the transmission rate?

The requirement of simultaneity has to be fulfilled. 1P for Simultaneity

The signal propagation time f; is much smaller compared to the digit length (bit ~ 1P for Transmission rate
time) t: formula or explanation

[ts = %] << [tb = ﬁ]

B) Name two disadvantages of CSMA/CR, explain your answers briefly. @

Advantages 2pt for correct answer (only
— with explanation)

e length of the bus and data transmission rate are limited because of simul-
taneity requirement

e node with the highest prio can occupy the bus

e limited number of nodes /messages
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C) The data format uses a frame with a Start Of Frame bit (SOF) and an identifier with five bits. @
The identifiers can be taken from Table .1} Using Figure .2} draw the impulse diagram

] Node \ Identifier ‘

A 00101
B 01001
C 00100
D 00110

Table 4.1: Identifiers of the nodes

for the arbitration of the single nodes and the signal level of the shared bus line. Which
node is granted exclusive access to the bus?

Node C is granted exclusive access to the bus. 1p for correct dominant
—SOF

1p for each consecutive
correct time step (max 4)
1p for correct winning node

Node A o
Node B
Node C \
Node D
Bus \

Figure 4.2: Bus Access
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Task 5: Error Protection

Task 5.1: Cyclic Redundancy Check (CRC)

A) Givenis a CRC generator polynomial of G(x) = x” + x° + x + 1. Does the CRC scheme based
on G(x) allow a receiver to detect burst errors of length 9? Justify your answer.

G(x) has a degree of nine. This means that in a data frame that comprises a CRC +2p. for the correct

checksum based on G(x), burst errors with a length of 9 can always be detected. ~ answer (reason and
numeric value).

B) A sender and a receiver have agreed to exchange CRC-protected messages based on the @
generator polynomial G(x) = x* + 1. Perform the CRC error detection scheme that the
receiver carries out for the received bit string “0010 1000 0001 0010”. Which guarantee
does the receiver obtain with respect to the occurrence of transmission errors?

Starting from 4 p. for the
0010 1000 0001 0010 : 10001 correct calculation, -2 p. for
1 1 erroneously adding zeros to
0 00 the dividend and -2 p. for
00 1010 0 each simple calculation

1000 1 error. No points if a
0010 100 systematic error was made.
10 001 If no systematic error was
00 1011 O made: +2p. for the correct
1000 1 conclusion.
0011 101
10 001
01 1000
1 0001
0 1001

The receiver calculates a non-zero remainder. Therefore, it can conclude that an
error has occurred during the transmission of the message.

C) Draw the simplified from of the linear feedback shift register with XOR operations imple-
menting the CRC generator polynomial G(x) = x'! + 210 + 2% + x> + 2% + 1.

!

3 p. if everything is correct.
‘@k <_®k ‘@k ‘@k 2 p. if there is one mistake.
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D) In order to transmit it over a channel, the message “1110 1101 11” shall be protected by a
CRC checksum. Using the generator polynomial G(x) = x* +x° + 1, calculate this checksum
and give the bit string that is sent to the receiver.

1110 1101 1100 00 11001
1100 1
0010 010
11 001
01 0111
1 1001
0 1110 1
1100 1
0010 010
11 001
01 0110
1 1001
0 1111 O
1100 1
0011 10

The checksum “1110” is appended to the given message. Therefore, the trans-
mitted bit string is given as “1110 1101 1111 10”.

Task 5.2: Redundancy

A) A transmission system makes use of a parity-based block check for error detection. The
communicating nodes have agreed to make use of even parity. Assume that one of the

Starting from 6 p. for the
correct calculation, -3 p. for
not adding the correct
number of zeros to the
dividend and -2 p. for a
simple calculation error.
No points if a systematic
error was made.

If no systematic error was
made: +1p. for the
correctly given bit string.

nodes receives the message shown in Figure 5.1} where the parity bits are shown in the
rightmost column and the bottom row, respectively. What can the node deduce with
respect to the correctness of the message and from which property can it conclude this?

Figure 5.1: Received block check message

110 0 0 1 1 00
1001 1 01 0]0
0111000 0|1
0 01 101100
1111011 00
1110101 O0]|1

Even parity is required for all rows and columns of error-free messages. The sixth ~ +2p. the correct and

column, for instance, constitutes odd parity. Therefore, the receiving node can be

sure that the received message is faulty.

~ justified answer.
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Controller Area Network (CAN)

0;

Task 5.3

Matr.

+2p. for the correct error
receivers (including the
preceding recessive bits).
+1p. for the correct error
delimiter, intermission
+1p. for the determination
of the correct bus level.

+1p. for the correct error
flags by both

flag by the
sequences by all nodes.

sender (including the
following four bits).

One column

in Figure[5.3|corresponds to one bit duration. Assume that immediately after the distortion,

the bus recovers and exhibits fault-free behavior for all following bits.

IT™M
3

8 BIT
ERROR
DELIMITER

ERROR FRAME
0-6BIT
by other

participants
(secondary)

6 BIT
ACTIVE
ERROR FLAG
(primary)

Figure 5.2: Error frame of the CAN protocol

DATA FRAME
REMOTE FRAME

received by the remaining two nodes (see Figure[5.3). During the transmission of the data

field, the bus level is distorted for the duration of exactly one bit (visualized by the “#”

response to this event and determine the resulting bus level for all columns.

symbol). The sender registers this disturbance as a bit monitoring error. Complete the
empty columns in Figure [5.3| with the signal values that the three CAN nodes transmit in

of these nodes, in the following referred to as the sender, transmits a data frame that is

A) Consider a CAN network that consists of three individual CAN nodes. Suppose that one
Hints: The general form of a CAN error frame is visualized in Figure

R DELL

ERR

R FLAG

ERR!

Receiver 1

Receiver 2
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B) How does the general concept of “error states” contribute to the robustness of a CAN net-
work? Describe the goal shortly and name the error states that the protocol defines.

The error states ensure that malfunctioning participants are restricted or deacti- +1p. for givinga

vated in order to protect the CAN bus itself. The protocol defines “error active”, ~ plausible reason.

“error passive”, and “bus off” as the three error states. +2 p. for correctly naming
— the three modes.

C) Consider a CAN node with a receive error count of RX_CNT = 0 and a transmit error count
of TX_CNT = 167. It is connected to a network with another, fully functional CAN node

that does not transmit any messages. Assume that the considered node begins to trans-
mit an infinite stream of CAN messages and that no further errors occur. How does
the TX_CNT value change with each such transmission quantitatively? Which error state
will the CAN node eventually enter and retain?

Initially, it is in the “error passive” state. With every successful transmission, +1p. for stating that TX_CNT
TX_CNT will be decremented by 1 until it reaches a value of zero. This will cause ~ Will be decreased by 1.
the node to eventually enter and retain the “error active” state. +1p. for the conclusion

— (only if it was stated that
TX_CNT decreases).

v2.1a Communication Systems and Protocols - WS 2019/2020 28/ @



Matr. Ne:

ID:

Task 6: Protocols

Task 6.1: FireWire Arbitration
The FireWire network shown in Figure[6.1]is given.

A #2 #1 B C
#1 #1
#2 #2
D E #1 #3 F #2 #1 G H
#1 #1 #3 #1
#2 #2 #1 #2
I #1 #2 ] #1 #1 K L #2 #1 M

Figure 6.1: FireWire network

A normal FireWire bus cycle should be considered. For simplification, several assumptions

should be taken into account:

A list of nodes wanting to send is given.
All nodes start requesting the bus at the same time.

tion of the arbitration decision.

from the port with the lowest number.

Processing of arbitration requests are done in zero time. There are no delays for propaga-

If a node receives multiple bus requests, it will always forward the request that it receives

A) The nodes in Figure are named using letters from A to M. What is the root of the

FireWire network?

root is node K

2pt for correct root

B) The following nodes in Figurerequest access to the bus: A, E G, H, K, L. Determine the @
order in which the nodes will be granted access to the bus.

accessorder=K,F G,L, A,H

4pt for correct order
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C) What happens if two nodes send parent requests to the same node and at the same time
during the tree identification process? Does this influence which node becomes the root
node? Justify your answer.

A random waiting time for the two participants is added by the nodes. After 1pt for correct explanation
the waiting time a new notification message is transmitted. The participant that ~ Waiting time

dst it for a longer time becomes root, so this can influence the root node 1pt correct answer for root
neE!. S 10 wailt Ior a long ’ _ node influence
assignment.

D) FireWire uses a special coding scheme with an additional STROBE signal. Explain the
purpose of the this signal and a possible implementation.

Either Data or Strobe changes its logical value in one clock cycle, but never both.  1pt for purpose
This allows for easy clock recovery with a good jitter tolerance. Implementation ~ 1Pt for implementation
by XORing the two signal line values.
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Task 6.2: FireWire Structures

A) Different FireWire structures were built during a student laboratory. During test phase you
notice that not all FireWire systems are working correctly. Modify the erroneous FireWire
systems given below by adding or removing as few connections as possible to get one
correct FireWire system each. Draw the corrected system in column 2 (Corrected System)
and give a reason why the system has to be modified in column 3 (Reason) or note that the
given system is already correct.

Corrected System

Reason

NN
“T1
EEN

Correct system

EEE

HEN
T1

Rings are not allowed in FireWire

.

EEE

Rings are not allowed in FireWire

One output cannot have multiple connections
and rings are not allowed in FireWire

™
SiE

Correct system

Rings are note allowed in FireWire

Table 6.1: FireWire structures
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1pt per system

Task 6.3: Protocol Design

A customized protocol with serial bus and multiple bus masters should be built for transmission
of information with id and data.

A) The transmitted data-field can have any length between 2 and 17 byte, but only full bytes
are allowed. To determine the length of the data either an additional length-field or a
delimiter can be used. What is the overhead when using an additional length-field?

An additional length field in frame. It needs log,((17 — 2)byte = 1bit/byte) = 4 2pt for length-field

additional bit — Opt if calculated with
' log»(17) = 5 bits

B) Asan alternative to the above task, a delimiter could be used. To ensure, that the delimiter
does not appear within the data stream, bitstuffing should be implemented. With respect
to bitstuffing, would you prefer a length of 6 bit or 16 bit for the delimiter? Justify your
answer.

A shorter delimiter can result in more bitstuffing, therefore a longer delimiter +1 for each explanation.

should be prefered with respect to bitstuffing. - Othler retf‘sonable -
explanations possible.

C) In order to protect messages from transmission errors, a suitable mechanism to guarantee @
data integrity shall be used. Name two such aproaches and describe them shortly.

Redundant information: Send data multiple times, 2pt per correct mechanism
automatic repeat request (ARQ): send data again if corrupted, -
error-correction code (ECC) or forward error correction (FEC): add redundant

information to recover data.
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D) This network protocol shall be extended to support real time capability for all participants.

Name a suitable media access scheme that can be used to ensure this.

TDMA, token passing at protocol level, Frequency division. 2pt for correct answer

E) Why can CSMA/CD not be used to transmit frames of 64 byte data from campus north @
to campus south (10km) on a copper 10 Megabit line? What is the maximum allowed
transmission bitrate to use this arbitration?

Assume a speed of propagation of v = 2.5 - 1082,

The data to be send has to be long enough for the signal to travel twice the media 2pt for correct answer
during sending time. ~ reasoning .
2pt for calculation
_ -1pt if travel time is not
twice the distance
-1ptif only trame is
2-10km = 2.5-10° - trrame - calculated

2- Smax =0 tFrame

— 21010%m — -5 _ — SiZeFrame
tmeG = T()Bm =8-10 = 0.00008s = ﬁ

; - bit 1 . 5bit — ¢ 4 Mbit
bitrate = 64byte - SWQL, “gi055 = 64-10°% = 6457
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Task 7: Routing

Task 7.1: General Questions

A) Name and explain two categories of routing strategies, which are addressing different @
optimization goals.

1. Minimal Routing finds shortest paths between nodes each 2 Point

2. Dynamic routing to solve congestion - twoanswers count
Alternatives

3. Non-Minimal Routing for load balancing

4. Static routing to achieve low latencies

B) Name an example for a non-minimal routing strategy. Additionally provide one advantage

and one disadvantage of non-minimal routing.

Example: Deflection Routing each 1 Point
Adyv: Alternative paths might be chosen, easing congestion
Disadv: Can be more expensive due to power consumption

C) Describe and explain the two switching schemes circuit and packet switching. @

circuit switching : messages are sent in their entirety using an pre-established each 2 Points
path between sender and receiver. -
packet switching : messages are partitioned into packets send consecutively and

potentially using different paths in the network.
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Task 7.2: Routing

A) Describe the routing strategy used for hot potato routing. Describe one advantage and one @
disadvantage.

Description : Packets are always passed along to a connected router, in case a 2Pt Description 1Pt each
connection is currently busy another port is going to be used ~ for Advantage and

Disadvant
Advantage : Deadlock free fradvantage
Disadvantage : Might produce lifelocks
B) Name and describe three evaluation criteria for routing algorithms. @
1. Latency time until message arrives at the destination 2 Points each

2. Number of Hops : number of links passed until the destination
3. Robustness ; the system is still operational even in presence of defects

Alternatives :
Guaranties on real-time, bandwidth, throughput ... ; fixed bandwidth that is

always achieved
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Figure 7.1: Given network topology

O) Figurerepresents a network for which an optimal routing has to be found. The weights

represent an abstract metric for traffic present at each connection. With node B as the
starting point, calculate the paths with the lowest total traffic in the network by using
Dijkstra’s algorithm. For that write down the order in which nodes are visited in each
bracket under the current step and fill out the given tables that encompass the shortest
paths after each visitation of a node.

step 1 step 2 step 3 step 4 step 5
node B B C D A
vertex || trf. | pred. || trf. | pred. || trf. | pred. || trf. | pred. || err. | pred.
A 00 - 0o - 12 C 9 D 9 D
B 0 B 0 B 0 B 0 B 0 B
C 00 - 5 B 5 B 5 B 5 B
D S - 00 - 7 C 7 C 7 C

Table 7.1: Dijkstra’s algorithm

2 Points step 2,3,4
1 Point for step 5 and nodes
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Task 8: Network Topologies 29

Task 8.1: General Questions

A) Explain diameter of a network. What is the diameter of a 5x5 Torus network?

ﬂ

The Diameter of a network is the largest, minimal hop count over all pairs of +1 for each answer

nodes.
4

B) Compute the Edge Connectivity and Diameter for 1x4 Torus, 8 node Star, 8 node Ring and
2x2x2 Torus topologies. All links here are bidirectional. Use the table below.

Edge +1 for correct answer
Topology Connectivity Diameter
1x4 Torus 2 2
8 Node Star 1 2
8 Node Ring 2 4
2x2x2 Torus 6 3

Table 8.1: Topologies and Metrics
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Task 8.2: 3D Topology

(1,2,2)

+!
(xy,2) = Y (1,10

(0,1,1) -@— - (2,1,1)

(2,1,2) -y

\ 4
(1,0,1)

Figure 8.1: Node at (x,y,z) = (1,1,1)

A) Consider a 7x6x3 3D mesh topology for this task. There is a congestion present in the link @
from node (5,3,2) to node (5,2,2). Find the path from the source point (x,y,z) = (6,4,2) to the
destination point (x,y,z) = (5,1,1) using the routing algorithm described below:

Rulel Try to first route in the X direction towards the destination. Then the Y direction, and
then the Z direction.

Rule2 If the link chosen is congested, disregard it and choose among the remaining directions
from the local position towards the destination, prioritising first X, then Y, then Z.

Rule3 In case none of the above rules is possible, choose among the remaining directions in the
decreasing order of priority -x,-y,-z,+x,+y,+z. Use[Figure 8.1|as a guide. Here it is possible
for the packet to go away from the destination.

Rule4 If the direction chosen using Rules 1 or 2 or 3 leads you to the most recently visited node,
delete the packet.

In your answer please name all traversed nodes (i.e. their coordinates) in the correct sequence.
Mention which of the above mentioned rules you used at each step to go to the next node.

(6,4,2) (R1) -> (5,4,2) (R1) -> (5,3,2)(R2) -> (5,3,1) (R1) -> (5,2,1)(R1) -> (5,1,1) 4pts : +1 pt per

—intermediate step (start and
end point are optional and
don’t give extra points)
5pts: : +1 pt for each correct
rule as shown
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B) There is another congestion present in the link from node (2,1,2) to node (2,2,2). Find the
path from the source point (x,y,z) = (4,1,2) to the destination point (x,y,z) = (2,2,2) using the
routing algorithm described above. Does the packet reach the destination? In your answer
please name all traversed nodes (i.e. their coordinates) in the correct sequence. Mention
which of the above mentioned rules you used at each step to go to the next node.

4,1,2) (R1) -> (3,1,2) (R1) > (2,1,2)(R3) -> (1,1,2) (R1,R4) -> (2,1,2) discard the 3pts: +1 pt for each
packet —intermediate node

the packet does not reach the destination, the packet is dropped . if:;t'i::ﬁ;?;}f;&

+1 pt for mentioning R4 or
that the packet is discarded
+1 pt for the complete
solution

C) Explain deadlock and livelock in a network.

Deadlock : A situation where a link is blocked by one transmission that is waiting  +2 pt for each correct
for the other transmission to finish is called a deadlock. Mutual blocking of links. ~ explanation
Livelock : Data is forwarded through a network without reaching its destination
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Additional sheet for task
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